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The 1s command is a fundamental and versatile tool in the Linux operating system, used
for listing files and directories in a directory. It provides valuable information about the
contents of a directory, making it an essential tool for system administrators, developers,
and everyday Linux users. In this article, we will delve into the 1s command, exploring its
various switches and how they can be combined to obtain different types of information.

Basic Usage

The basic usage of the Is command is straightforward. Open your terminal and type ls
followed by the directory path you want to list. For example:

This command will list all files and directories within the specified directory.

Displaying Hidden Files

By default, 1s does not display hidden files and directories, which are those that start with
a dot (e.g., .config, .bashrc). To include hidden files in the listing, you can use the -a or --
all switch:

Long Listing Format

The -1 or --long switch provides a detailed, long listing of files and directories. It includes
information such as permissions, owner, group, file size, modification date, and file/
directory name:

The output consists of several columns, each containing valuable information about the
listed items. A breakdown of the output is:

1. File Type and Permissions: The first field indicates the file type and permissions. It
consists of ten characters. The first character represents the file type (e.g., - for a
regular file, d for a directory, | for a symbolic link), and the next nine characters
represent the file permissions (e.g., Twxr-xr-x).

2. Hard Links: The second field specifies the number of hard links to the file or
directory. A hard link is an additional reference to the same inode (data structure
that stores file metadata and data) as the original file.
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3. Owner: The third field displays the owner of the file or directory. It typically shows
the username of the user who owns the file.

4. Group: The fourth field indicates the group associated with the file or directory. It
shows the group name to which the file belongs.

5. File Size: The fifth field represents the size of the file in bytes. For directories, this
field may display the size occupied by the directory's metadata.

6. Modification Time: The sixth field displays the date and time when the file or
directory was last modified.

7. Filename: The final field contains the name of the file or directory itself. It is usually
the last field and can contain spaces and special characters.

Here's an example of the Is -1 output for a file named "example.txt" in a directory:

In this example:

e The first character, "-", indicates that it is a regular file. The rw- shows that the

owner has read/write permissions. The first r-- shows that the group has read
permissions. The last r-- shows that the world has read permissions.

* There is one hard link to the file.

e "userl" is the owner of the file.

e "users" is the group associated with the file.

e The file size is 1024 bytes.

* The file was last modified on November 25 at 10:30 AM.

e The filename is "example.txt."

Sorting Files

You can sort the listing in various ways using the -t, -r, and -S switches. The -t switch
sorts files by modification time (newest first), -r reverses the order, and -S sorts by file
size (largest first):

Combining Multiple Switches

One of the strengths of the Is command is its ability to combine multiple switches to
customise the output. For example, to list all files and directories in a long format,
including hidden files, you can use:

Listing Directories Only

If you want to list only directories within a directory, you can use the -d switch:
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This command will display a list of directories within the specified directory, excluding
files.

Human-Readable File Sizes

By adding the -h switch, you can make file sizes human-readable, displaying them in
kilobytes (K), megabytes (M), or gigabytes (G) as needed:

Note: This is based on 1024 bytes in a kilobyte, 1024 kilobytes in a megabyte, etc. If you
want to see the sizes based on 1000 bytes in kilobyte (etc), then use the --si switch.

Colourised Output

Many Linux distributions have colourised output enabled by default. However, if it's not,
you can use the --color switch to enable colourised output, which makes it easier to
distinguish between files and directories:

In conclusion, the Is command is a versatile and essential tool for navigating and
managing your files and directories in Linux. By mastering its various switches, you can
tailor its output to suit your needs, whether you're a system administrator, developer, or
casual Linux user. Understanding how to use these switches will empower you to
efficiently list, sort, and display files and directories, making your Linux experience more
productive and convenient.

If you want to know more about Linux, with a focus on #cybersecurity
#IncidentResponse, have a look at the FOR577 "Linux Incident Response and Threat
Hunting" course provided by SANS Institute. You can find out more at https://sans.org/
for577
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