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What is readelf?

readelf is a command-line tool that is used to display information about ELF (Executable

and Linkable Format) files. It is a part of the GNU Binutils package and is available on

most Linux distributions. The readelf command can be used to extract information about

the headers, sections, symbols, and other aspects of an ELF file. It is a powerful tool that

can be used for general system administration purposes as well as for incident response

and malware analysis.

One of the most common uses of the readelf command is to display the headers of an ELF

file. The -h option can be used to display the ELF file header, which contains information

about the file type,  machine architecture,  entry point  address,  and other details.  For

example, the command readelf -h /usr/bin/ls will display the ELF file header of the /usr/

bin/ls binary.

Another useful feature of the readelf command is the ability to display information about

the different sections of an ELF file. The -S option can be used to display the section

headers of  the file,  which contain information about the various sections such as the

code, data, and bss sections. For example, the command readelf -S /usr/bin/ls will display

the section headers of the /usr/bin/ls binary.

The readelf command can also be used to display the symbols table of an ELF file. The -s

option can be used to display the symbol table, which contains information about the

functions and variables defined in the file. For example, the command readelf -s /usr/bin/

ls will display the symbol table of the /usr/bin/ls binary.

In  addition  to  these  features,  the  readelf  command  can  also  be  used  to  display

information about the dynamic section of an ELF file (-d option), the relocation section (-r

option), and the core notes (-n option). The readelf command can also be used to check

whether a file is an ELF file (-a option) and to display the version of the readelf command

(-v option).

The readelf  command is  a  powerful  tool  that  can be used for  incident  response and

malware analysis. For example, it can be used to analyze the headers and sections of a

binary file to determine whether it is malicious. The readelf command can also be used to

extract information about the symbols and functions defined in a binary file, which can be

useful for identifying malicious code.

Commonly used command line arguments

To display the ELF file header of a binary file:• 
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example readelf -h output using the ls binary

Section Headers (-S): This option displays detailed information about each section

in the ELF file. Section headers include names, types, addresses, sizes, and other

attributes.

• 
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Truncated output from readelf -S looking at the /usr/bin/ls binary

Symbol Table (-s): The symbol table contains information about symbols used in the

binary,  including  functions  and  variables.  This  is  invaluable  for  understanding

program logic.

• 
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Truncated example output from readelf -s looking at /usr/bin/ls

Dynamic  Section  (-d): This  option  reveals  the  dynamic  linking  information,

including shared library dependencies and versioning details.

• 
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Output of readelf -d examining /usr/bin/ls

Program Headers (-l): Program headers describe segments' layout in the binary.

This information is vital  for understanding memory mapping and the executable's

load address.

• 
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Two screenshots of output from readelf -l

Section Headers and Their Contents (-x): This option displays the hexadecimal

and  ASCII  representation  of  the  content  of  a  specific  section.  For  instance,  to

examine the .text section:

• 
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Example showing the .text section of /usr/bin/ls
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Example showing the .text section of a malware sample (fysbis)

Display Dynamic String Table (--dyn-syms): This option prints dynamic symbols,

which are essential for dynamic linking analysis.

• 
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Truncated output from readelf --dyn-syms run against the /usr/bin/ls binary

Understanding the output of the readelf command empowers professionals to dissect ELF

binaries  systematically,  making  it  an  indispensable  tool  for  incident  responders  and

security analysts dealing with Linux-based systems and potential security threats.

#linux #elf #binaryfiles #fileanalysis #forensics #incidentresponse #dfir #cybersecurity

About Halkyn Consulting

Halkyn Consulting Ltd is a UK-based security and risk management consultancy providing 24/7 incident response,

digital  forensics,  threat  hunting,  virtual  security  leadership  (vCISO)  and  security  compliance  support  to

organisations worldwide. We deliver clear, practical, vendor-independent advice based on real-world threats — no

hype, no upsell.

More free security resources are available at www.halkynconsulting.co.uk/security-resources.

Web: www.halkynconsulting.co.uk  |  Email: info@halkynconsulting.co.uk  |  Tel: +44 1244 940858
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